LRI %3583 1 Endlessh

FH Endlessh fi#t SSH tarpit, Fi8Jd dstnat & s 1 5 E 7).

1. Endlessh

Endlessh 2 —"1> SSH tarpit[1]. B NMEMEIER SRS, £ SSH 2 F M B 12302 K KIZ NS48 WY
banner, f54[1:

debugl: Local version string SSH-2.0-0OpenSSH 10.3

debugl: kex exchange identification: banner line 0: *PTgea>;2,6iXD-7?>34IW*
debugl: kex exchange identification: banner line 1: e

debugl: kex exchange identification: banner line 2: n>{0%].A/

debugl: kex exchange identification: banner line 3: ' )'#c6"E<(%yJAe*IIX]Kz,?:
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image: shizunge/endlessh-go:latest
args:

- -interval ms=1000

- -logtostderr

- -v=l

- -enable prometheus

- -host=[::]

- -port=22

- -prometheus host=[::]

- _-proxy protocol _enabled
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set tunet real tcp {
type inet service
flags constant
elements = { 22, 23, 80, 443 }

chain dstnat {
type nat hook prerouting priority dstnat
policy accept
iifname tunet meta l4proto tcp tcp dport != @tunet real tcp redirect to :23


https://github.com/shizunge/endlessh-go

[AINECE nginx:

stream {
server {
listen 443;
listen [::]:443;
proxy pass traefik:443;
proxy protocol on;

}
server {
listen 443 udp;
listen [::]1:443 udp;
proxy pass traefik:443;
proxy protocol on;
}
server {
listen 23;
listen [::]:23;
proxy pass endlessh:24;
proxy protocol on;
}
}
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